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1. MOTIVATION & INTRO
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1.1 Outline and Research Clusters
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Research on Machine Learning 
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Research on Tools and Accelerators 
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Research on Validation and 
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Security and Privacy for Machine 
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Deploy and Validate key Research 
Results
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2.1 Life cycle framework 
of Machine Learning 
tasks
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2.2 Topologies for Machine Learning
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2.2.1 Centralized Training
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2.2.2 Federated Training 
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Collaborative Inference 
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2.3.3 Integrity of Data and Models 
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2.3.2 Confidentiality of Models
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2.3.4 Integrity of Data and Models during Inference
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3.1 Data Collection and 
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3.2 Local Training

3.2.1 Privacy of Training Data
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3.3.4 Federated Learning on 
Resource-Constrained Systems
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3.3.5 Automated Federated Learning 
(AutoFL)  
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3.3.6 Personalization 
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Fine-tuning and Meta-learning
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3.3.7 Secure Knowledge Transfer
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3.3.8 Decentralized Collaborative Priva-
cy-preserving Machine Learning .
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3.4.2 Private inference
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4 HARDWARE AND ACCELERATION 
FOR SECURITY AND PRIVACY 
ENHANCED MACHINE 

4.1 Trusted Execution for AI/ML
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4.1.1 End-to-end Integrity of Data and 
Models
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4.3 Novel hardware mechanisms for efficient 
protection of AI/ML
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5.1 Research on Risk Sharing through 
Exchange
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5.2 Towards Improved 
Malware Detection 
using Federated ML
5.2.1 An Introduction to Malware 
Analysis, Detection, and Classification.
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5.2.2 Improving Malware Signatures for 
better Detection.
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5.2.3 Efficiency and Effectiveness of 
ML-based Malware Detection.
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5.3 Deployment 
Challenges
5.3.1 Availability of Data for Training
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5.2.4 Privacy-preserving Collabora-
tion for Malware Detection using ML
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5.3.2 Lack of Transparency
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5.3.3 Bias in Training Data and Fairness
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5.3.4 Concept Drift
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5.3.5 Joint Deployment of Multiple 
Security and Privacy Solutions.
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5.3.6 Lack of Computational 
Resources.
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